


— DOM

IS sometimes referred to as Dynamic HTML
(DHTML)

* \Web pages that include scripting are often
called dynamic pages (vs. static)



Server-side Programming

o Similarly, web server response can be
static or dynamic

: HTML document is retrieved from the
file system and returned to the client

. HTML document is generated by a
program in response to an HTTP request

e Java servlets are one technology for
producing dynamic server responses

IS a Java class instantiated by the
server to produce a dynamic response
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3. Server selects the appropriate servlet to
generate the response, creates
request/response objects, and passes them to
a method on the servlet instance

4. Servlet adds information to response object via
method calls

5. Server generates HTTP response based on
Information stored in response object



public class ServletHello extends HttpServlet
{
J**
* Respond te any HITF GET request with an
* HTML Helle Worlc! page.
*/
public void deGet (HttpServletRegquest request,
HttpServletBesponse response)
throws ServletException, I0Ezception
{
// Bet the HTTP content type in response header
response.setContentType ("text/html; charset=\"UTF-8\"");

// Obtain a PrintWriter cbject for creating the body
// of the response
PrintWriter zervletOut = reaponzs.getWriter();



public class ServletHello extends
{

are subclasses of
HttpServiet
[ET
* Respond to any HTTF GET request with an
* HTML Hello World! page.
*/
public void deGet (HttpServletRegquest request,
HttpServletBesponse response)
throws ServletException, I0Ezception
{
// Bet the HTTP content type in response header
response.setContentType ("text/html; charset=\"UTF-8\"");

// Obtain a PrintWriter cbject for creating the body
// of the response
PrintWriter zervletOut = reaponzs.getWriter();



public class ServletHello extends HttpServlet
{

e

* Respond to any HTTF GET request with an

* HTML Hello World! page.
Server calls doGet() in response to GET

(HttpServletRequest request,

HttpServletBesponse response)
throws ServletException, I0Ezception
{
// Bet the HTTP content type in response header
response.setContentType ("text/html; charset=\"UTF-8\"");

// Obtain a PrintWriter cbject for creating the body
// of the response
PrintWriter zervletOut = reaponzs.getWriter();



i

public class ServletHello extends HttpServlet

[*%
* Respond to any HTTF GET request with an

* HTML Hello World! page.

*/ Interfaces implemented by request/respon
public void doGet

equest,
response)

throws EervletExﬂéptlun, I0Exception

{
// Bet the HTTP content type in response header

response.setContentType ("text/html; charset=\"UTF-8\"");

// Obtain a PrintWriter cbject for creating the body
// of the response
PrintWriter zervletOut = reaponzs.getWriter();



i

public class ServletHello extends HttpServlet

e

* Respond to any HTTF GET request with an

* HTML Hello World! page.

*/

public void deGet (HttpServletRegquest request,

response)
Production servlet sh

{ catch these exception
// Bet the HTTP content type in response header

response.setContentType ("text/html; charset=\"UTF-8\"");

throws

// Obtain a PrintWriter cbject for creating the body
// of the response
PrintWriter zervletOut = reaponzs.getWriter();



Hello World! Servlet

« JWSDP Tomcat server exception handling:

— Writing a trace for the exception in
logs/jwsdp_log.*.txt log file

— Returning HTML page to client that may (or may not)
contain partial exception trace

 |f servlet prints a stack trace itself by calling
printStackTrace(), or if it writes debugging
output to System.out or System.err, this

output will be appended to the file
logs/launcher.server. log



public class ServletHello extends HttpServlet
{

e

* Respond to any HTTF GET request with an

* HTML Hello World! page.

*/

public void deGet (HttpServletRegquest request,

HttpServletBesponse response)
throws ServletException, I0Ezception

{
([ // Set the HTTP content type in respense header
e response.setContentType ("text/html; charset=\"UTF-84"");
by typical servlet;
must be in this // Obtain a PrintWriter cbject for creating the body
// of the response
order ; . ;
PrintWriter zervletOut = reaponzs.getWriter();



// Create the body of the response

servletOut.println(
"<IDOCTYPE html \n" +

i PUBLIC \"-//W3C//DTD XHTML 1.0 Strict//EN\" \n" +
" \http: //wwa w3, org/TR/xhtnll/DTD/xhtmli=-strict dtd\"> ‘\n" +
"<html xmlns='http://www.w3.0rg/1939/xhtnl’> \n" +
L1] {head} mll +
" <title> ‘\n" +
. ServletHello, java ‘\n" +
" </title> \n" +
" </head> \n" +
L1] {hnd};} m" +
i} <p> \n" +
" Hello World! “a" +
L {IF'} m“ +
" {J"rbﬂld:f} ".u:lll +
“{,u"'html} ||};
servletDut.close();

+



the body of the response

"<!DOCTYPE html \n" +
i PUBLIC “\"-//W3C//DTD XHTML 1.0 Strict//EN\" ‘n" +

" \http: //wwa w3, org/TR/xhtnll/DTD/xhtmli=-strict dtd\"> ‘\n" +
"<html xmlns='http://www.w3.0rg/1939/xhtnl’> \n" +

" <head> "ulll + . =
" jt-lﬂab \n" 4 HTML generated by calling prin

" ServletHello.java \n" + PrintIn() onthe servlet's
" </title> \n" + PrintWriter object
" </head> \n" +
L1] {hndy} mll +
it <p> \n" +
al Hello World! “n" +
L {IP} mll +
" {J"rbﬂdf} ".u:lll +
ll{llll'html} ||};
servletDut.close();

+



// Create the body of the response

servletOut.println(
"<IDOCTYPE html \n" +

i PUBLIC \"-//W3C//DTD XHTML 1.0 Strict//EN\" \n" +
" \http: //wwa w3, org/TR/xhtnll/DTD/xhtmli=-strict dtd\"> ‘\n" +
"<html xmlns='http://www.w3.0rg/1939/xhtnl’> \n" +

L1] {head} mll +

i <title> \n" +

i ServletHello.java ‘\n" +

" </title> \n" +

" </head> H,n“ +

" {bﬂdy} \n" +

i} <p> \n" +

" Hello World! “a" +

L {IP} mll +

" {J"rbﬂdf} ".u:lll +

ll{llll'html} ||} H

Good practice to explicitly close
the PrintWriter when done



ntry point to servlet code is via call to a
method (doGet () in the example)

e Servlet interaction with end user Is indirect
via request/response object APIs

— Actual HTTP request/response processing IS
handled by the server

 Primary servlet output is typically HTML



Ibraries are on pa

2. Copy -classfile to shared/classes
directory

3. (Re)start the Tomcat web server

4. |If the class is named ServietHello,

orowse to
nttp://localhost:8080/servlet/ServietHello




# HelloCounter. java - Mozilla |:||E||E|

._.:.:.:.:.:l

Hello World!

Wisits sice most recent server restart: 4




public class HelloCounter extends HttpServlet
{

// Number of times the servlet has been executed =zince
Hot : web server) started

[...] // removed doGet() declaration and initialization

// Obtain a PrintWriter object for creating the body
// of the response

PrintWriter servletOut = response.getWriter();

cute the number of visits to the URL for this servlet




<p> \n" +
Hello World! “n" +
</p> \n" +

ve has been viewed ‘\n" +

ince the most recent server restart. Yo" +




 Many Web sites are distributed over multiple
servers

e Even a single server can (not default) create
multiple instances of a single servlet

— Even If the assumption is correct, this servlet
does not handle concurrent accesses properly

o We’'ll deal with this later in the chapter



called

MUuUsSt return pefore any otner metnoas wi

e

—service(): method called directly by server

when an H

P request is received; default

service() method calls doGet() (or
related methods covered later)

—destroy(): called when server shuts down



pablic void xample lite cycle method:
throws ServletException attempt to initialize visits
{ from file

try {
BufferedReader br
eredReader (new FileReader ("aFile"));

)= (new Integer(br.readline())).intValue();

}
catch (FileNotFoundException fnfe) {
throw new UnavailableException("File not found: " +
fnfe todtring()),
}
catch (Exception e) {
throw new UnavailableException("Data problem: " +
e.todtring() ) ;



pablic void init()
throws ServletEzception
{

try {
BufferedReader br =

n=w BufferedReader(new FileReadsr("aFile"));
vigitz = (new Intager(br.readline())).intValue():

}
catch (FilelotFo 1ion fnfe) {

throw newd@ "File not found: " +
fnfe todtring()),

1) "Data problem: " +
e.todtring() ) ;

} Exception to be thrown
if initialization fails and servlet
should not be instantiated



serviet

* One type of information Is parameter data,
which is information from the query string
portion of the HTTP request

http://wwv.exarple. com/servlet /PrintThis™

Query string with
one parameter



System.out.println("aString");
http://www.example.com/servlet/PrintThisTarg=aString

e Query string syntax and semantics



http://www.example . con/servlet /PrintThisTarg=aStringhcolor=red

attp://www.exanple. comdservliet /PrintThis?color=redkarg=altring

— All parameter values are strings

http://www.example. com/serviet/PrintlThist kcolor=read

Value of arg is empty string



alphanumeric characters:

http://www, example. ccm/servliet/FPrintThis

Value of arg is
“a String’

« URL decoding applied by server to retrieve
iIntended name or value



inibialize Lhe resull Lo Lhe emply slring
for each B8-bit character in the criginal =tring
1f the character iz an alphanumeric
concatenate the character to the result
c¢lee 1f the character ie a epace
concatenate a plus sign (+) to the result
else
concatenate a percent sign (%) followed by
the two-digit hexadecimal wvalue of the character

to the result
cendif

endtfor
raturn result




TABLE 6.1: Some Http3ervletRecuest methods for accessing parameter datea.

Method

Purpose

String getlQueryString()

Returns che entire query string n 1ts origina.

(URL encoded) form.

Enumeraticn
getParameterlames ()

Beturns Enumeration of String values repre-
senting all parameter rames (URL decoded )
i the query string.

String getParameter

(String nzme)

RBeturns String representing value (URL de-
coded) of parameter named name. or null if
parameter 18 not present in the gquery string.

String[]
getParameterValues
(String nzme)

Returns array of String's representing all val-
nes (UTRL decoded ) of parameter named name,

or mull 1if parameter 1= not present m the
query string.




% PrintThis. java - Mozilla {Build ID... [= |[B][X]

._.:.:.:.:.:'

Cuery string arg="od 7 atstringto s P a&color=red

‘a String




<body> ‘\n" +
" <p>Query string: " +
WebTechUtil.escapeXML(request.getQueryString () ) + "</p>" J;

// Decide whether or not to zet color
String coler = request.getParameter("color");
if (color == null) {

servletOut.println(
L1} {P} n j;

} else {
servlietOut.println(

" <p stvle=’color:" +

WebTechUtil. escapeluotes (WebTechUtil.escapeXML(color)) +
ll!} [1] j;



<body> \n" + _ : .
to avoid cross-site scripting attacks

equest.getQueryString()) + "</p>" J;

// Decide whether or not to zet color
String coler = request.getParameter("color");
if (color == null) {

servletOut.println(
L1} {P} n j;

} else {
servlietOut.println(

" <p stvle=’color:" +

WebTechUtil. escapeluotes (WebTechUtil.escapeXML(color)) +
ll!} [1] j;



Victim

Document containing
attacker’s comment (and script)



<body> ‘\n" +
" <p>Query string: " +
WebTechUtil.escapeXML(request.getQueryString () ) + "</p>" J;

// Decide whether or not to zet color
String coler = request.getParameter("color");
if (color == null) {

servletOut.println(
L1} {P} n j;

} else {
servlietOut.println(

" <p stvle=’color:" +
WebTechUt il

ebTechUtil.escapeXML{color)) +
L] ::, L1} j . ) )
’ } Also need to escape quotes within

attribute values.



// Decide which string to output
String arg = requast.getParamster("arg");
if (arg == null) {

arg = "Hallo World!";
+

// Create remaindsr of response body
servletOut.printla(

i " + WebTechUtil.escapeXML(arg) + "‘\n" +
] {IP} "nu:lll +

" ‘:fhﬂdf} \n" +



<input type="text" @& size="40" />

<label>
<input type="checkbox" nare="boxgroupl"

¢
</label> Value for checkbox

specified by value attribute




TABLE 6.2: Values for HTML form controls (except mput/file]
Control(s) Value
input/text, text present in control when form i1s submitted
input/password,
textarea
input/checkbox,| String assigned to corresponding value attribute. Control
input,/radio, must be selected /clicked for parameter to be returned.
input/submit,
input/image,
button,/submit
input/hidden String assigned to corresponding value attribute.
select String assigned to value attribute of selected option(s),

or content of any selected option for which value is not

defined.




-
# LifeStory. html - Mozilla {Build ID: 2003052908}

Booiiiniiinl

Enter vour natne: vou username
(we your fe's story in 100 words or less:

le=s= i= more

Check all that apply to yvou: [tall ¥ funny ¥ smart

\,\ / lifestory

boxgroupl (values same as labels)

| Publish My Lite's Story |
doit




username=youklifestory=lesz+is+nor=iQe
=smartédolit=Publ_sh+My+Lifey

Checkbox parameters have same name values;
only checked boxes have corresponding parameters



e Query string is part of URL
* Length of query string may be limited

« Recommended when parameter data is not stored
or updated on the server, but used only to request
Information (e.g., search engine query)

— The URL can be bookmarked or emailed and the same
data will be passed to the server when the URL is
revisited



r

# Google Search: form GET POST - Mozilla

e F'?Dad Stop @ hitkps f e, google, com)'sear o

Freferences Language Tools  Search Tips

[ Google Search J

Searched the web for form GET POST. Fesults 1 - 10 of about 6,270,000, Search took 0.09 seconds.

[thelist] GET POST Form FHF

[thelist] GET POST Form PHP. rudy thelist ... 01 2003: Previous message: [thelist]
GET POST Form PHF; Mext message: [thelist] GET POST Form FHF; ...

lists. evalt. orgfarchiveMVeek-of-Mon-200302247 135437 html - 4k - Cached - Similar pages

Get/Postin a form - HTML - The Complete Webmaster

... Get/Post in a form ... Follow Ups: Re: Get'Post in a form werert 15:37:22 27221103
0): Re: Get'Post in a form werert 15:37:19 27211103 [0): Post a Followup. ...
wwy, abiglime. comfwebmaster/boards/html/posts/B55. him - Bk - Cached - Similar pages




» Length of query string is unlimited
« Recommended if parameter data is intended to
cause the server to update stored data

* Most browsers will warn you if they are about to
resubmit POST data to avoid duplicate updates



The page wou are krying ko wiew contains POSTDATA, IF wou resend the daka, any action the Form
carried out {such as a search or online purchase) will be repeated. To resend the data, click Ok,
iDtherwise, click Cancel,




X: add items to cart, enter shipping

Information, enter billing information

e Problem: how does the server know which
users generated which HTTP requests?

— Cannot rely on standard HTTP headers to
identify a user



iZlient 1

|

HTTP Request

HTTF Response

Client 2

|

HTTF Request

Session D = 4235

HTTF REequest

HTTF Response

Session D =4235

HTTF Response

Session D = 9168
HTTF Request

Session D = 9168
HTTF Response

HTTF Request

HTTF Request

Session D =4235
HTTF Response

Session D= 9168
HTTF Response




iZlient 1

|

HTTP Request

HTT

HTTF REequest

Client 2

|

HTTF Request

HTTF Response

Session D =4235

HTTF Response

Session D = 9168
HTTF Request

Session D = 9168
HTTF Response

HTTF Request

HTTF Request

Session D =4235
HTTF Response

Session D= 9168
HTTF Response




server
in subsequent
requests

iZlient 1
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|
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iZlient 1

|

Client 2

HTTF Request l

HTTF Response
Session D = 9168

HTTF Request
Session D = 9168

HTTF Response

client. The
set of requests
IS Known as a
session.

HTTF Request
Session D = 9168
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iZlient 1

|

HTTP Request

Client 2

HTTF Response

Session D = 4235

HTTF REequest

Session D =4235

HTTF Response

HTTF Request

Session D =4235
HTTF Response




Httpoesslon session = request
if (session.isllew()) {

Visits+t; HttpSession object is created by
2 servlet calls getSession() metho

valid session ID in HTTP request
» Otherwise, returns previously created
HttpSession object containing the session ID



HttpSesslon session = request.getSession();
if (=essilon
vislta++;

Boolean indicating whether retur
} object was newly created or alrea




HttpSession session = request.getSession();
if (session.isNew()) {

Incremented once per session




# Greeting. java - Mozilla

Boriieinienl

Please sign i

# Greeting. java - Mozilla

Boriieinienl

Thanks for sigrung i, <b>This & That</b>.

Please wistt again|

# Greeting. java - Mozilla |:||§”E|

Boriieinienl

Hevy, wou're <b>This & That</b>, aren't
vout wWelcome backll




Client

l GET Request
no Session D

Sign-in page
+ Session D

FOST Request
+ Session D

Thank-you page

GET Request
+ Session D

Vielcome-back page




Client

FOST Request
+ Session D

Thank-you page

GET Request
+ Session D

Vielcome-back page




Client

|

GET Request

no sSession D

Sign-in page

+ Session D

GET Request

+ Session D

Vielcome-back page




Advancing
I

Client

|

GET Request

no sSession D

Sign-in page

+ Session D

FOST Request

+ Session D

Thank-you page




pablic void doGet (HttpServletRzousst requast,
HttplervletRzsponse responsze)

Httplession session = raquest. getSassioni);
String signln = (String)session.getdttribute("signln");

if (session.isNew() || (signIn == null)) {
print3ignInForn(servlietCut, "Greeting");
} else {

printWelcomeBack(sorvletOut, signln)

}



pablic void doGet (HttpServletRzousst requast,
HttplervletRzsponse responsze)

Httpiezslon sessglon = raguest,
String signln = (String
if (session.isNew() || {Eign

print3ignInForn(servlesOut, "Greeting");
} else {

printWelcomeBack(sorvletOut, signln)

}



pablic void doGet (HttpServletRzousst requast,
HttplervletRzsponse responsze)

Httplession session = raquest. getSassioni);
String signln = (String)session.getdttribute("signln");
if (session.isNew() || ) { Session attrib

print3ignInForn(servletCut, “Greeting“];have'1U|| V@
} elze { a value is ass

printWelcomeBack(sorvletOut, signln)

}



pablic void doGet (HttpServletRzousst requast,
HttplervletRzsponse responsze)

Httplession session = raquest. getSassioni);
String signln = (String)session.getdttribute("signln");

(if (session.isNew() || (=ignIn == null)) {
print3ignInForn(servletOut, "Greeting");
} oelse {

printWelcomeBack(sorvletOut, signln)

signin ¥
attribute has no value,
generate weclome-back page
otherwise.



# Greeting.java - Mozilla
Fooiiiziaiad

Please sign i

# Greeting, java - Mozilla

Boiiiiiiinl

Welcome-back
page

Hey, wvou're <b=>This & That</b>, aren't
vout? Welcome back!!



private veid printSignInForm(PrintWriter servletOut,
String ¢ D) Second argument

(“Greeting”) used as

action attribute val

(relative URL)
+ "'x<div> \n" +

servletOut .println(
<form method='post' action="" +
! <label> \n" +
! Pleaze gign in: <input type=’text’ name=’'sgignln’ /> “n" +



private veid printSignInForm(PrintWriter servletOut,
String action)

Form will be sent using POST HTTP
ntln( Method, so doPost() method will be cal

action="" + actiom + "’'><div> \n" +

i
sgervlietlut.p

" <form method-

s <label> ‘\m" +

" Pleasze mign in: <input type='text’ name=’'signIn’ /> “n" +




private veid printSignInForm(PrintWriter servletOut,
String action)

I

servletOut .println(
<form method='post’ action='" + action + "'><div> ‘\n" +
<label> \n" +
Plezze =ign in: <input type='text'C

Text field containing

user name is named
signln



public void dePost (HttpServlstRequest request,
HttpServletResponse response)

String signln = requast.getParameter("signln");
HttpSeszsion session = request.getdession();
if (signTn = nmmll) {
printThanks (servletOut, signln, "Greeting");
segsion. setAttribute("signIn”, signln);
} else {
printSignInForm(zervletOut, "Greeting");

}



public void dePost (HttpServlstRequest request,
HttpServletResponse response)

String signln = requast.getParameter("signln");
HttpSeszsion session = request.getdession();
€ if (2ignTn t= ml11) {
printThanks (servletOut, signln, "Greeting");
segsion. setAttribute("signIn”, signln);
} else {
printSignInForm(zervletOut, "Greeting");

}



public void dePost (HttpServlstRequest request,
HttpServletResponse response)

String signln = requast.getParameter("signln");
HttpSeszsion session = request.getdession();
if (signTn = nmmll) {
printThanks (servletOut, signln, "Greeting");
segsion. setAttribute("signIn”, signln);
} else {
printSignInForm(zervletOut, "Greeting");

is presentin
HTTP request }



public void dePost (HttpServlstRequest request,
HttpServletResponse response)

String signln = requast.getParameter("signln");
HttpSeszsion session = request.getdession();
if (signTn = nmmll) {
printThanks (servletOut, signln, "Greeting");
segsion. setAttribute("signIn”, signln);
} else {
printSignInForm(zervletOut, "Greeting");

}



# Greeting. java - Mozilla

| AP

Thanks for signing in,

Please wistt againl user input




public void dePost (HttpServlstRequest request,
HttpServletResponse response)

String signln = requast.getParameter("signln");
HttpSeszsion session = request.getdession();
if (signTn = nmmll) {
printThanks (servletOut, signln, "Greeting");
segsion. setAttribute("signIn”, signln);
} else {
printSignInForm(zervletOut, "Greeting");

attribute 3



given name and value

—Object getAttribute(String name):

returns the value of the session attribute
named name, or returns nul I If this session

does not have an attribute with this name



public void dePost (HttpServlstRequest request,
HttpServletResponse response)

String signln = requast.getParameter("signln");
HttpSeszsion session = request.getdession();
if (signTn = nmmll) {
printThanks (servletOut, signln, "Greeting");
segsion. setAttribute("signIn”, signln);
} else {
printSignInForm(zervletOut, "Greeting");

(return user
to sign-in form)

}



— Server destroys the corresponding session
object

e Servlet code can:

— Terminate a session by calling
inval 1date() method on session object

— Set the expiration time-out duration (secs) by
calling setMaxInactivelnterval (int)



— Store each cookie received In its file system

— Send each cookie back to the server that sent
It as part of the Cookie header field of
subsequent HTTP requests



Client 1

HTTF Reqguest
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|

HTTF FEequest
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Session D = 9168
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Client 1 Client 2

l HTTF Request l

HTTF FEequest

HTTF Response
Session D = 4235 HTTF Response
=ession D = 9163

HTTF Eequest
Session D= 9168

HTTF Response HTTP Response

JSESSIONID HTTP Request
Session D = 9168

HTTP Response HTTP Response




Cookie instances representing cookie data in
HTTP request

— response.addCookie(Cookie) adds a
cookie to the HTTP response



TABLE 6.2: Koy Cookie class methods.

Method

Purpose

Cookie(S8tring name, String value)

String getlama()

Constructor to create a coolkle with given
name and value
Retnrn name of this enonlie

Slring gelValue()

Belurn value of this cookie

vold setMaxAge(int seconds)
Cookies are expired by
client (server can request
expiration date)

Set delay until cookie expires. Positive
value 12 delay 1 seconds, negative value
means that the cookie expires when the
browser closes, and (0 means delete the
coolkie.




public void doCet (HttpServletRequest request,
HttplServletResponse response)
throwe ScrvletException, IOExceptiecn

/¢ Get count from cookie if available, ctherwisse
/4 n=ze initial valne.
int count = 0;
Cookie[] cookiez = requast.pgetlookiesz();
it {cookies '= null) {
for (int i=0; (i<cookies.length) && (count==0); 1+t) [
if (cookieslil .getlName().equals("COUNT"¥) 4

counl = Inteper.parselol (covkles[1]. getValue());

}



public void doCet (HttpServletRequest request,
HttplServletResponse response)
throwe ScrvletException, IOExceptiecn

/¢ Get count from cookie if available, ctherwisse
/4 n=ze initial valne.
int count = 0: Return array of coo

contained iIn HTTP r

Cookie[] cookiez =
1t (coolties '= null) {
for (int i=0; (i<cookies.length) && (count==0); 1+t) [

if (cookieslil .getlName().equals("COUNT"¥) 4

counl = Inteper.parselol (covkles[1]. getValue());

}



public void doCet (HttpServletRequest request,
HttplServletResponse response)
throwe ScrvletException, IOExceptiecn

/¢ Get count from cookie if available, ctherwisse
/4 n=ze initial valne.

int count = 0;

Cookie[] cookiez = requast.pgetlookiesz();

1t (coolties '= null) {

( for (int i=0; (i<cookies.length) &k (count==03; i#t) [
if (cookieslil .getlName().equals("COUNT"¥) 4

counk = Inleger.parselol (cookies[i]. getValue());
COUNT and ) } =P :

extract value }
as an int T




// Increment the count and add request to client to store it
// for one year.
count++;
Cookie cookie = new Coockie("COUNT",

new Integer(count).tedtring());
cookie.setMaxAge (oneYear) ;
response.addCookie (cockie) ;

// Set the HTTP content type in response header
response. setContentType ("text/htnl; charset=\"UTF-8\"");

" <body> \n" +

" <p>You have visited this page " + count + " time(s) ‘n" +

" in the past year, or since clearing your cockies.</p> \n" +
' {j'rbﬂdj?} \n" +



// Increment the count and add request to client to store it
// for one year.

[ count++;

nt Cookie cookie = new Coockie("COUNT",

lue < new Integer(count).tedtring());
cookie.setMaxAge (oneYear) ;

response.addCookie (cockie) ;

okie)

// Set the HTTP content type in response header
response. setContentType ("text/htnl; charset=\"UTF-8\"");

" <body> \n" +

" <p>You have visited this page " + count + " time(s) ‘n" +

" in the past year, or since clearing your cockies.</p> \n" +
' {j'rbﬂdj?} \n" +



// Increment the count and add request to client to store it
// for one year.

count++;

Cookie cookie = new Coockie("COUNT",

new Integer(count).todtring());

cookle. set

responseQ

// Set the HTTP content type in response header
response. setContentType ("text/htnl; charset=\"UTF-8\"");

" <body> \n" +

" <p>You have visited this page " + count + " time(s) ‘n" +

" in the past year, or since clearing your cockies.</p> \n" +
" {j'rbﬂdj?} \n" +



——

HTTP response:
HTML document
including ad <img>

HTTP request for
ad image

Image
plus Set-Cookie
In response:

third-party cookie



HTTP response:
HTML document
including ad <img>

HTTP request for
ad image plus Cookie (identifies user)

Based on

Referer, | know two
Web sites that

this user has
visited

Image



allows

 Blocking of third-party cookies
» Blocking based on on-line privacy policy
 Alternative to cookies for maintaining
session: URL rewriting



Client 1 Client 2

J_‘ HTTF Request

HTTF FEequest l

HTTF Response
Session D= 9168

HTTF Request HTTP Request
Session D = 4235 Session D = 9168

HTTP Response HTTP Response

Session ID = 4235
HTTP Request HTTF Request

Session ID = 4235 Session ID = 9168
HTTF Response HTTP Response




Client 1

|

HTTF Request

HTTF Response

Client 2

|

HTTF FEequest

Session D= 4235

HTTF Response

HTTF Response

Session D= 9168
HTTF Eequest

Session D = 9163
HTTF Eesponse

Session ID = 4235
HTTF Request

HTTF FEequest

Session D = 4235
HTTF Response

Session D = 9168

HTTF Response




Client 1

|

HTTF Request

HTTF Response

Client 2

|

HTTF FEequest

Session D= 4235

HTTF Reqguest

HTTF Response

Session D = 4235

Session D= 9168
HTTF Eequest

Session D = 9163
HTTF Eesponse

HTTF FEequest

Session D = 4235
HTTF Response

Session D = 9168
HTTF Response




href="“URLEncodedGreeting; jsessionid=0157B9E85”

— _/

——
Path parameter

« Path parameter is treated differently than
guery string parameter
— EX: Invisible to getParameter ()



print2ignInFormiservletlut, :

Relative URL of servlet

Servlet print23ignInFormi{servletlut,
using URL regponge . encodeURL

rewriting




URL with
session ID
7152



URL with
session ID
7152

Email URL




URL with
session ID
7152

Visit Web site with
session ID 7152

Email URL




TABLE 6.4 Additional HetpServictRaquest methods.

Ilethod

FPurpose

String petiemoteiddr()

Return IP address of the client machine
wiaking Llis reguest,

String pellemolz=HosL()

String getProtocol()

Return [ully qualilfied paooe of the client
making tos request, or s II' address 1f
name 18 not avaloble.

Return the tyvpe and version of commurm

cation protocol uzed 5w the chient to make
this rermest (e.g. “HITTTE /117

baoolean imlacural(]

Hetnrn hoalesn moieatimg whathe or not
thi= remest was made over a =eente com-
munication channal

StringBuffer getRecusztURL()

Return a StricgButfer ecntaining the URL
used to aceess this servles, exclading any
query steie appenced] Lo Lle TTRL gs well
as v Jsessionid path parameter.

Conumerstion getlleaderlamesa()

Return an Enumeraticn of String objects
represevtng noancs of all header ficlde m
the request.

String petHezder(String fieldlama)

Gven a valil header felc name, return a
String ropresenting the value of the field,
or null if header held 15 not present m
request. The match of fizldNams azainst
header field names is caze-rsensitive,




r

# PrintHttpinfo. java - Mozilla

| R |

Chent IP address: 209 114 161,203

Chent host name: 209 114 161 203
HTTP protocol: HTTF/1.1
Secure channel: talze
Request URL: http/flocalhost 2525 servlet P rintHttpInto

HTTP Header Fields
Name Value
host talke example org 2525
user-agent iMoz:j]lafﬁ.D (Windows; 1I; .Wmdc:ws T 5.1; en-TU5; vl 4) Gecko/20030624
accept , ’_L_E_Xk.f}mﬂ,app]ic ationfm}]l,app]il:: atton/zhtrnl+eml testihtml, g=0. 9 textiplan, g=0. 8,*{

accept-language |en-us,en,q=0.5

accept-encoding |gzp, deflate
[50-8859-1utf-8,q=0.7 *,q=0."7

accept-charset

|
keep;a]ive | 00
connection : keep-alive
cookie |COUNT=7; JSESSIONID=8821304BC5COTEAE2ASDFC2DAS0CS 119

£ i | 2|




TAELE 6.5

itonal Httplervlsetlespense methods

Method Furpose

vold seslleader (String name, String value) Include a header fizld with the
even nsme and walus 1 the
HTTF response.

vold setlateHeader (String nsme, long value) | Include & date hecder field (such
as Expires) with th: given name
in the HTTE respenze. The given
value = convertec from milises-
oncs since D000 01 January 1970
LTC to an eguivalent tume n
HTTFE date ‘ormar.

vnid semContentlengthlint len) Sat the Content-Tengtn header
[i=ld Lo Ll prven vacue,

void setBufferSize(int sizs) St the desired =ize of the re-
spouse buller (see below ). The
server may overrice the specifed
size and use a larzer value. This
method must be celled betore any
data 15 written mto the responsc
Butter

int getDufferfize() Heturn an nteger representing
the actual size ol the response
buftes,




— When the buffer is full, it is automatically
flushed:

e Contents are sent to the client (preceded by
header fields, if this is the first flush)

» Buffer becomes empty

— Note that all header fields must be defined
before the first buffer flush



zetStatus{int statusCods)

TABLE 6.5 Addivonal HuLp3ervlelResponse welhods,
Set the status coce 1 the HTTFP

response (statis eoce s 200 (0K
by defanl)  Any mformation
contained in the response buffer
15 cleared. Use only for nov-error
sLabus codes,

void

sendFrror{int statu=lods, String msg)

Set the atatus eode m the
HTTE respouse Lo Uie given ermor
statusCode (status code begm-
ning with 4 or 51, and in the body
of the response send a server-
generated HIML error page con-
tamnmg the glven msg.

vold

scndRedirect (Ssring url)

Couse HI'TP responsc with sta
tus code 307 (Temporary Hedi-
rect) to be sent to the client,
can=ng the client to =send a new
HTTP recusst to the given url.
Client will behave as if it had sent
request to the specified url.

vold

encodeRedirsctURL(String url)

Perform URL rewriting ifor ses
=ion managoment ) on url that
will De wsed [or redireciion




other HT TP request methods

— doHead (): automatically defined if doGet ()
IS overridden

—doOptions(), doTrace(): useful default
methods provided

—doDelete(), doPut(): override to support
these methods



— Typical web app uses a data base management
system (DBMS)

— Another option is to use the file system
— Not web technologies, so beyond our scope

e Some Java data storage details provided in
Appendices B (file system) and C (DBMS)

« One common problem: concurrency



Serrlet

f-

Complete

 Complete




ava thread state saved:
— Which statement to be executed next

— The call stack: where the current method will
return to, where that method will return to, etc.
plus parameter values for each method

— The values of local variables for all methods
on the call stack



declared outside of methods)

— Values of class variables (variables declared
as static outside of methods)

— Contents of files and other external resources



public class HelloCounter extends HttpServlet
{

// NMumber of times the servlet has been executed =since
// the program (web server) started
private int wvisite=0;

[...] // removed doGet() declaration and initialization

// Obtain a PrintWriter object for creating the body
// of the response
PrintWriter servletOut = response.getWriter();

// Compute the number of wvisits to the URL for this servlet
visits++;

// Output HTML document



Tserl
Thread

Zstarted=

visits++e
=v1sits nonar 1 8=
=mspendad=
<started=

visits++,
=visits nowr 19=
servlatChat prntlng...
visits + ... 1,
=outpats 19=
=completed=

“resnmeds
servletCht prntlng ...
visits + ... );
=oatputs 19=




publiz void doGet (HotpServletBequest regues:,
HrtplervletBesponse response)

at time can call doGet()

— Only one synchronized method within a class
can be called at any one time



Tserl
Thread

=started=

synchhlethodl);

synchromzed woid
synchbdethod) |

=mspended,
holding lock=

=started=

5.];'.11;:111'.'[&’:11-:-1:][];
=hlocked, wating
tor lock=

remmed=

b i end of method
=unhblocked=

synchromzed woid
synchbethodl) |



Servlet 1 (CounterReader)

Input count from file (24)
<suspended>

<resumed>
Overwrite file with 0

Display count (24)

Servlet 2 (CounterWriter)

Input count from file (24)
Increment count (25)

Overwrite file with count (25)
Display "Hello World!" page



both servlets

readAndReset() incr()




e CGI basics:

— HTTP request information is stored in
environment variables (e.g.,
QUERY_STRING, REQUEST METHOD,

HTTP_USER_AGENT)

— Program Is executed, output is returned in
ATTP response




e Disadvantages:
— No standard for concepts such as session

— May be slower (programs normally run in
separate processes, not server process)



